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Abstract: This paper introduces a novel non-cooperative game played on a capac-

itated network involving a defender and an attacker. The attacker seeks to maximize

the capacity of a path from an origin to a destination, but operates under the con-
straint of limited network visibility, necessitating a greedy path selection strategy.

Conversely, the fully informed defender aims to thwart the attacker’s objective by

strategically reducing arc capacities within a budgetary constraint. The game unfolds
in multiple rounds, with the defender making capacity reduction decisions followed by

the attacker’s local path extension. This dynamic setting with asymmetric informa-

tion characterizes the problem as the dynamic maximum capacity path interdiction
problem. We present a strongly polynomial algorithm to solve this challenging game.

Subsequently, an enhanced algorithm is developed to significantly improve computa-

tional efficiency. Extensive computational experiments validate the efficacy of both
algorithms, demonstrating that the latter achieves approximately half the runtime of
the former.

Keywords: Interdiction problem, dynamic game, asymmetric information, maximum
capacity path, polynomial-time algorithm.

AMS Subject classification: 90C70, 91A80, 90C29

1. Introduction

The maximum capacity path problem is a fundamental combinatorial optimization

problem defined on a capacitated network. The objective is to identify an s-t path,

connecting an origin node s to a destination node t, that maximizes the minimum
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2 Dynamic maximum capacity path interdiction

capacity among its constituent arcs. This problem belongs to the class of max-min

(bottleneck) optimization problems and is also referred to as the widest path or bot-

tleneck path problem [9, 23].

In many practical applications, such as the internet, the network traffic varies over

time, resulting in dynamic changes to residual path capacities [19]. Moreover, in many

real-world scenarios, decision-makers lack complete network information. Under such

conditions, finding a globally optimal maximum capacity path becomes infeasible due

to time constraints and information limitations. A practical alternative involves local

decision-making, such as selecting the arc with maximum capacity among outgoing

arcs at a given node, following a greedy strategy. This study focuses on such a

scenario, motivated by military applications where the attacker, the first decision-

maker, may possess limited knowledge of the enemy’s force distribution within the

designated area.

This paper studies a game involving two players with conflicting objectives on a

capacitated network: a defender and an attacker. The attacker aims to select an s-t

path to maximize the flow sent. Although, in military contexts, ”flow” represents the

attacker’s forces, we employ standard network optimization terminology for a formal

and independent problem definition. Due to incomplete information, the attacker

can only make greedy decisions. Conversely, the defender seeks to minimize the

attacker’s flow by reducing arc capacities subject to a budget constraint. In internet

networks, capacity reduction can be interpreted as increased path congestion caused

by dummy data transmission through the path. For instance, see [15, 29] for research

on Distributed Denial of Service (DDoS) attacks on internet-connected networks.

This game exhibits a sequential or dynamic structure [12, 35, 36, 45]. In each round,

upon the attacker reaching a node, the defender first attempts to reduce the capac-

ity of some arcs. Subsequently, the attacker selects the arc with maximum capacity

among outgoing arcs to proceed. As the sum of the players’ payoffs equals zero, this

game is considered a zero-sum game. Given the hierarchical strategy selection, this

game belongs to the class of Stackelberg games [17]. In the network optimization

literature, such games are referred to as network interdiction problems [37]. Further-

more, due to the attacker’s complete information and limited observation to outgoing

arcs from their position, this game involves asymmetric information [10, 39].

This paper considers the aforementioned game with a budget constraint and lower-

bound restrictions for the defender. We assume two types of costs for reducing arc

capacity: a linear cost and a fixed cost. The total cost is the sum of these costs.

This paper presents a strongly polynomial time algorithm to solve the game. Subse-

quently, an algorithm modification is developed based on several observations. The

performance of the algorithms is evaluated through computational experiments.

Let us formally state a military application of the game in more detail. Suppose a

group of attackers attempts to seize an area. Among all possible paths to the area,

they tend to choose a wide path as it facilitates the movement of heavy equipment

and offers a safer advance. Conversely, the defenders aim to prevent this by creating

obstacles, such as deploying war mines. Due to the attackers’ limited knowledge of the
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defenders’ strategy, their network information is incomplete, necessitating a greedy

path selection after examining all arcs ahead. This exemplifies a situation where a

player must make greedy decisions. From the defenders’ perspective, an optimal strat-

egy involves directing the attackers towards a critical point and then concentrating

all forces to interdict their advancement at that point. This fundamental concept

underlies our proposed algorithms.

1.1. A short literature review

The earliest form of network interdiction problems emerged in the 1960s when US

military researchers sought to disrupt the transportation of Vietnamese troops and

military equipment during the Vietnam War [38]. Since then, network interdiction

models have been applied to a wide range of applications, including disease control [6],

counterterrorism [13], and the interdiction of weapons and nuclear materials smuggling

[27, 39].

The most common interdiction problems fall into five categories:

• Routing Interdiction [7, 8, 20, 28, 30, 40]

• Maximum Capacity Path Interdiction [11, 26, 41]

• Maximum Flow Interdiction [21, 42, 44]

• Minimum Cut Interdiction [1]

• Minimum Spanning Tree Interdiction [2, 33, 43]

Some interdiction problems are modified versions of these five problems. The most

common generalizations that have led to new problems include: arc or node elimina-

tion [22], undirected graphs [44], multi-terminal problems [4], deterministic or stochas-

tic interdiction [5, 14, 18], static or dynamic networks [24], symmetric or asymmetric

information [10], and adding a new level for fortification [25, 32].

Due to focusing closely on the subject, let us review the maximum capacity path

interdiction problem in the literature. There are only two papers which consider this

problem: one with fixed costs [26], and the other with linear costs [41]. In the first

case, the authors proposed a successive minimum-cut algorithm to solve the problem

in polynomial time. In the second case that was recently published, the authors used

a discrete version of the Newton algorithm to present a polynomial-time algorithm

to solve the problem. In both papers, the game is assumed to be static, namely, it

contains only one round where the defender first changes arc capacities and then,

the attacker choose a path. In this paper, we assume that the game contains several

rounds. Such games were referred to as “dynamic games” [35, 36]. To cover both

the costs, the game is designed in a way that the total cost is a linear combination of

fixed and linear costs. Although it was proved that dynamic shortest path interdic-

tion problems [35] and dynamic assignment interdiction problems [36] are NP-hard,
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this paper presents two polynomial-time algorithms to show the dynamic maximum

capacity path problems belong to the class P .

Focusing closely on the subject, we review the maximum capacity path interdiction

problem in the literature. Only two papers address this problem: one with fixed costs

[26] and the other with linear costs [41]. In the first case, the authors proposed a

successive minimum-cut algorithm to solve the problem in polynomial time. In the

second case, the authors used a discrete version of the Newton algorithm to present

a polynomial-time algorithm for the problem. Both papers assume a static game

with a single round where the defender first modifies arc capacities, followed by the

attacker’s path selection. This paper considers a multi-round game, referred to as

”dynamic games” [35, 36]. To encompass both cost types, the game is designed

with a total cost as a linear combination of fixed and linear costs. While dynamic

shortest path interdiction [35] and dynamic assignment interdiction [36] problems are

NP-hard, this paper presents two polynomial-time algorithms, demonstrating that

dynamic maximum capacity path problems belong to the class P .

The remainder of this paper is organized as follows. Section 1.1 reviews significant

works in the field of network interdiction problems. Section 2 provides initial concepts

and formally states the game. The proposed algorithms are described in Section 3.

Computational results are reported in Section 4. Finally, Section 5 offers concluding

remarks.

2. Preliminaries and problem statement

This section presents fundamental concepts and notations from graph theory that will

be utilized throughout the paper. It subsequently introduces the formal framework

of the game and provides an illustrative example.

Let G(V,A) be a connected directed graph, where V represents the set of n nodes

and A denotes the set of m arcs. Within this graph, two specific nodes are identified:

the origin node s and the destination node t.

A path P is defined as a sequence of nodes v1 − v2 − . . . − vk such that there exists

an arc (vl, vl+1) ∈ A for every l = 1, 2, . . . , k − 1. An arc (i, j) is said to be part of

the path P , denoted as (i, j) ∈ P , if the nodes i and j are consecutive elements in

the sequence. A cycle is defined as a path v1 − v2 − . . . − vk that also includes the

arc (vk, v1). Lastly, a path is referred to as an s-t path if its first and last nodes are

s and t, respectively.

Assume that each arc (i, j) is associated with a nonnegative capacity uij . The ca-

pacity of an s-t path P , denoted by uP , is defined as the minimum capacity of its

arcs, i.e., uP = min(i,j)∈P uij . The maximum capacity path problem is a well-known

combinatorial optimization problem that aims to find an s-t path with maximum ca-

pacity. Several algorithms solve this problem in polynomial time, including a modified

version of Dijkstra’s algorithm [34] and a recursive algorithm [31].

In this paper, we assume that the decision maker, the attacker, lacks complete in-
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formation about the network structure. Instead, the attacker can only observe the

outgoing arcs at their current location. Consequently, the attacker makes local de-

cisions by selecting the arc with the maximum capacity among all visible outgoing

arcs. This greedy strategy is not necessarily optimal. However, this paper focuses on

such a strategy due to its relevance in certain applications discussed in Section 1. For

example, Figure 1 illustrates a network with arc capacities. The maximum capacity

path is s − 1 − 4 − t with a capacity of 5. In contrast, the attacker traverses the

path s− 1− 2− t with a capacity of 4, as they choose arc (1, 2), which has a greater

capacity than (1, 4) whenever they are at node 1.

Now, suppose there is another decision-maker, called the defender, whose goal con-

flicts completely with that of the attacker. The defender is capable of decreasing arc

capacities to reduce the capacity of the attacker’s desired path as much as possible.

Let ũij be the reduced capacity of (i, j).

It is assumed that the defender faces two types of constraints:

Budget Constraint: There are two types of costs for decreasing the capacity of an

arc (i, j): (I) a fixed cost fij and (II) a linear cost rij . If the reduced capacity

of an arc (i, j) is denoted by ũij , then its cost is fijH(uij , ũij) + rij(uij − ũij),
where H(uij , ũij) is the Hamming distance between uij and ũij , defined as:

H(uij , ũij) =

{
0 if uij = ũij ,

1 otherwise.

Let R be the total available budget. The budget constraint states that the total

consumed cost must not exceed the total budget, i.e.,

∑
(i,j)∈A

(
fijH(uij , ũij) + rij(uij − ũij)

)
≤ R.

Bound Restrictions: Let uij be a lower bound on the capacity of (i, j). The reduced

capacity of each arc (i, j) cannot be less than uij . Thus,

uij ≤ ũij ≤ uij

for every (i, j) ∈ A.

Remark 1. From the viewpoint of the application stated in Section 1, the fixed cost
can be interpreted as the cost of transporting equipment to the arc, and the linear cost is
proportional to the magnitude of the capacity reduction. The lower bound represents the
minimum possible capacity to which the defender can reduce the capacity of an arc using
available equipment.
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This game unfolds sequentially, involving multiple rounds. Initially, the attacker is

positioned at the origin node s. The defender begins by decreasing arc capacities.

Subsequently, the attacker observes the defender’s actions and selects the outgoing

arc from s with the maximum capacity for advancement. Assuming the attacker

chooses (s, i), the second round commences with the attacker at node i. The defender

then reduces arc capacities again, and the attacker selects the preferred outgoing arc

from i.

Although the defender possesses complete network information and can modify the

capacity of any arc in each round, they can restrict their strategy to decreasing out-

going arcs from the attacker’s current node, as the attacker’s decisions are based on

these capacities. Consequently, both players concentrate solely on the outgoing arcs

of a node in each round. This game is termed the dynamic maximum capacity path

interdiction (DMCPI) problem with asymmetric information. An illustrative example

is provided in Figure 1.

Figure 1. An example of the interdiction problem with zero lower bounds, zero fixed costs, and R = 3

Example 1. Figure 1 depicts an instance of the dynamic maximum capacity path prob-
lem. For this instance, the lower bound and fixed cost are assumed to be zero for every arc,
and the total budget is 3.

Due to budget limitations, the defender can only reduce the capacity of (s, 1) by one unit,
which is ineffective. Thus, no budget is expended in the first round, and the attacker advances
to node 1. In the second round, if the defender attempts to reduce the capacity of (1, 2) by
using the entire budget, the attacker selects arc (1, 3) for advancement, resulting in the s-t
path s− 1− 3− t with capacity 5. Conversely, if the defender remains inactive in the second
round, the attacker proceeds to node 2 as the capacity of (1, 2) exceeds that of (1, 3). In this
scenario, the defender can reduce the capacity of (2, t) from 4 to 1. It is evident that this
strategy is optimal for the attacker. Therefore, the optimal value of the problem in this case
is 1.

3. Algorithm design

In this section, we design an efficient algorithm that solves the problem in strongly

polynomial time. Subsequently, we propose a modification to enhance the overall



M. Aman, et al. 7

running time.

For the moment, assume the defender knows the s-t path P that the attacker will

select. As the arc in P with minimum capacity determines the attacker’s objective

value, the defender can concentrate on reducing the capacity of this arc. The following

lemma establishes the attacker’s strategy under these circumstances.

Lemma 1. For path networks, it suffices to reduce the capacity of the arc (i0, j0) selected
as follows:

(i0, j0) = arg min
(i,j)∈A

{
max{uij , uij −

R

rij
}
}
. (3.1)

Proof. Given the preceding argument, the defender selects a single arc to reduce

its capacity, thereby allocating the entire budget to an arc (i, j). This implies the

inequality ũij ≥ uij − R
rij

from the budget constraint. Consequently, the maximum

possible reduction of an arc (i, j) is max{uij , uij − R
rij
}. This justifies the lemma.

Lemma 1 presents a straightforward strategy for path networks, where the defender

focuses on reducing the capacity of a single critical arc. However, this approach is

limited to such simple graph structures. In more complex networks, the attacker can

adapt their path in response to capacity reductions, necessitating a more sophisticated

defense strategy.

Despite the increased complexity, the fundamental principle that a single arc’s capac-

ity determines the attacker’s objective value remains valid. This observation suggests

a potential approach: defining a feasible defense strategy for each arc and then se-

lecting the optimal strategy from this set. A feasible strategy, in this context, is one

that respects both the budget and capacity constraints.

To simplify the problem further, we shift our focus from arcs to nodes. Consider the

following observation.

Observation 1. If the objective value is equivalent to the modified capacity of an arc
(i, j), then the capacities of all outgoing arcs from node i must be less than or equal to that
of (i, j).

This observation implies that by focusing on node-based strategies, the defender can

indirectly control the capacities of outgoing arcs and, consequently, the attacker’s

objective value.

Building on this insight, we introduce the concept of a modified capacity vector,

denoted by ũ(v), for each node v in the network. This vector represents a potential

defense strategy that aims to direct the attacker towards node v and subsequently

reduce the capacities of its outgoing arcs. As we will demonstrate, at least one optimal

solution can be found among these node-based strategies.

The vector ũ(v) must be constructed to direct the attacker towards node v. Sub-

sequently, the capacities of the outgoing arcs from v are reduced to minimize the
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attacker’s objective value. Thus, the defender initially incurs the minimum possible

cost to guide the attacker towards node v. Then, the remaining budget is entirely al-

located to reducing the capacities of the outgoing arcs from v. The process of defining

the solution ũ(v) is divided into two primary steps:

• Directing the attacker towards node v.

• Decreasing the outgoing arcs of v.

We provide detailed explanations of these steps in the following subsections.

3.1. Directing the attacker toward a node

To direct the attacker towards a node v, the defender must modify capacities to

gradually steer the attacker along a path from s to v. However, capacity changes

incur costs. Thus, the defender aims to find the least costly path from s to v to

maximize the remaining budget for subsequent capacity reductions. To this end, a

cost is assigned to each arc (i, j), representing the cost of incentivizing the attacker

to choose (i, j) over other outgoing arcs from node i. A shortest path algorithm is

then employed to determine the minimum-cost path from s to v.

To define a cost vector for a node v, the arc set A is partitioned into two subsets:

Av, consisting of arcs that belong to at least one path from s to v, and Āv = A \Av,

containing the remaining arcs. This partition can be achieved by executing a traversal

algorithm twice: once from s and again from v in the reverse direction. Algorithm 1

provides a formal description of this procedure.

Algorithm 1 Computing the set Av

Require: A graph G(V,A) with two specified nodes s and v.

Ensure: The arc set Av .
1: Run Breadth-First Search (BFS) from node s to identify all accessible arcs. Let Ãs denote the

set of these arcs.

2: Run BFS from node v in the reverse direction to find all arcs with paths to v. Let Ãv denote
the set of these arcs.

3: Compute Av = Ãs ∩ Ãv .

Now, let us define a cost vector cv as

cvij =

{
+∞ (i, j) ∈ Āv,∑

k∈V :(i,k)∈A and uik>uij

(
fik + rik(uik − uij)

)
(i, j) ∈ Av,

∀(i, j) ∈ A.

(3.2)

To justify this definition, observe that the attacker selects arc (i, j) ∈ Av at node i

only if the defender modifies capacities such that the capacity of (i, j) becomes greater

than or equal to the other outgoing arcs of i. Consequently, the defender can set the

capacities of the outgoing arcs of i as follows:

ũik =

{
uij k 6= j and uik ≥ uij ,
uik k = j or uik < uij .

(3.3)
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This incurs a cost of
∑

(i,k)∈A:uik≥uij
fik + rik(uik − uij) to the defender. To prevent

the attacker from selecting an arc (i, j) ∈ Āv (since there is no path from such an arc

to v), we assign an infinite cost to these arcs.

To complete this step, a shortest path algorithm is applied to the cost vector cv to

identify a minimum-cost path from s to v, representing the optimal route to direct

the attacker towards node v.

Algorithm 2 Directing the attacker towards a specific node
Require: A graph G(V,A) with arc capacities uij , arc costs fij and rij , and two specified nodes s

and v.

Ensure: A modified capacity vector ũ, a path P from s to v, the capacity of P with respect to the

modified capacity vector, and the total cost R1 of directing the attacker towards v.
1: Apply Algorithm 1 to determine the set Av .

2: Compute the cost vector cv using Equation (3.2).

3: Find a shortest path P from s to v with respect to the cost vector cv . Let R1 be its cost.
4: Compute the modified capacity vector ũ for the outgoing arcs of nodes in P .

5: Calculate the capacity of path P based on the modified capacities.

Lemma 2. Algorithm 2 finds a path with minimum cost in O(mn) time.

Proof. Computing the set Av using breadth-first search requires linear time, O(m).

As the arc costs are non-negative, the Fibonacci-heap implementation of Dijkstra’s

algorithm can be employed to find the shortest path in O(m+ n log n) time [3]. The

most computationally intensive step is the calculation of the cost vector cv, which has

a time complexity of O(mn). Consequently, the overall time complexity of Algorithm

2 is dominated by the computation of the cost vector, resulting in a total running

time of O(mn).

3.2. Decreasing the outgoing arcs

Having established a method for directing the attacker towards a specific node v at

minimal cost, we now focus on the second step: utilizing the remaining budget to

reduce the capacities of the outgoing arcs of v in a way that minimizes the attacker’s

objective value. This can be achieved by solving the following optimization problem:

min z = max
j∈V̄v

{uvj − xvj} (3.4a)

s.t.
∑
j∈V̄v

(
fvjyvj + rvjxvj

)
≤ R̄, (3.4b)

0 ≤ xvj ≤ (uij − uij)yvj ∀j ∈ V̄v, (3.4c)

yvj ∈ {0, 1} ∀j ∈ V̄v, (3.4d)

where V̄v = {j ∈ V : (v, j) ∈ A}, xvj represents the capacity reduction of arc (v, j)

(i.e., xvj = uij − ũij), and yvj is a binary decision variable indicating whether a

capacity reduction is applied to arc (v, j). The parameter R̄ denotes the budget

remaining after the first step.
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Problem (3.4) can be classified as a knapsack problem with continuous and fixed costs,

featuring a bottleneck objective function. Consequently, it can be efficiently solved

using a greedy approach. Algorithm 3 outlines the solution procedure.

Lemma 3. The worst-case time complexity of Algorithm 3 is O(n2).

Proof. The While loop terminates if either δ = δ1 or δ = R̄−ftotal

rtotal
. Therefore, the

loop iterates only when δ = z1
max − z2

max, implying that the values z1
max and z2

max

decrease in each iteration except the last. As these values are selected from a set of

at least n distinct values, the number of iterations is bounded by O(n). Since the For

loops and the calculation of z2
max also have a time complexity of O(n), the overall

time complexity of the algorithm is O(n2).

Algorithm 3 Decreasing the outgoing arcs of v
Require: An instance of problem (3.4)
Ensure: Optimal decision variables xij , yij and the optimal value z1

max.

1: Initialize xvj = 0 and yvj = 0 for all j ∈ V̄v .

2: Determine the maximum and second maximum values among the distinct values uvj − xvj ,
denoting them as z1

max and z2
max, respectively.

3: while True do

4: Initialize S = ∅, δ1 = M , δ = 0, rtotal = 0, and ftotal = 0.
5: for k ∈ V̄v do

6: if uvk − xvk = z1
max then

7: Add k to S.

8: Update rtotal = rtotal + rvk and ftotal = ftotal + fvk.

9: if δ1 > uvk − uvk then
10: Set δ1 = uvk − uvk.

11: end if

12: end if
13: end for

14: Calculate δ = min{δ1, z1
max − z2

max,
R̄−ftotal
rtotal

}.
15: for k ∈ S do

16: Set yvk = 1 and xvk = xvk + δ.
17: end for

18: if R̄ = 0 or δ = δ1 then
19: Break

20: end if

21: Set z1
max = z2

max and recompute z2
max.

22: end while

3.3. Algorithm Description

We now formally present our proposed algorithm for solving the DMCPI problem. The

algorithm iteratively computes a solution for each node v ∈ V using Algorithms 2 and

3, and ultimately selects the optimal solution among these candidates. Algorithm 4

provides a detailed description.
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Algorithm 4 Solving the DMCPI problem
Require: An instance of the DMCPI problem defined by a graph G(V,A), capacity vector u, lower

bound vector u, cost vector r, and budget value R.
Ensure: An optimal strategy profile (ũ∗, P ∗) and the corresponding payoff value z∗.
1: Initialize z∗ = M .

2: for v ∈ V \ {t} do
3: Apply Algorithm 2 to find a path P from s to v, a modified capacity vector ũ, the capacity

of P with respect to ũ, and the total cost R1 of directing the attacker towards v.
4: if R > R1 then

5: Set R̄ = R−R1.

6: Apply Algorithm 3 to compute z1
max.

7: if z∗ > z1
max then

8: Set z∗ = z1
max and ũ∗ = ũ.

9: end if
10: end if

11: end for

The correctness of Algorithm 4 is evident as it exhaustively examines all nodes to

identify the one whose outgoing arc determines the optimal value. The following

theorem establishes the algorithm’s time complexity:

Theorem 2. Algorithm 4 solves the DMCPI problem in O(n2m) time.

Proof. The algorithm iterates through each node, resulting in an outer loop with

O(n) iterations. Since Algorithms 2 and 3 have time complexities of O(mn) and

O(n2), respectively, the overall time complexity of Algorithm 4 is dominated by the

nested loop structure, leading to a total running time of O(n2m).

Algorithm 4 employs a straightforward approach to address the Dynamic Maximum

Capacity Path Interdiction (DMCPI) problem. While the overall structure of the

algorithm is effective, a crucial observation can lead to improvements in its running

time. To clarify this point, it is essential to recognize that the bottleneck operation

within the algorithm is the process of finding the shortest path, which is carried out

by Algorithm 2.

This step of calculating the shortest path can become computationally intensive,

particularly if it has to be performed repeatedly for many scenarios. Therefore, if we

can identify cases where certain shortest paths do not need to be computed, we can

significantly enhance the efficiency of Algorithm 4.

This optimization can be implemented through the following proposition: by ana-

lyzing the characteristics of the network and the specific conditions of the DMCPI

problem, we can pre-determine which paths are likely to be optimal and which can

be excluded from consideration. This selective exclusion reduces the number of com-

putations required since we focus only on those paths that have a reasonable chance

of being the shortest. Consequently, by minimizing unnecessary calculations, we can

substantially decrease the overall running time of the algorithm, allowing it to perform

more efficiently and effectively in solving the DMCPI problem.
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Proposition 1. Let P be the output of Algorithm 2, representing a shortest path from
the source node s to a node v. If a node w is part of the path P , then the output of Algorithm
2 when searching for a shortest path from s to w is the segment of P that connects s to w.

Proof. By definition, if there exists at least one path from the source s to the

destination node v that includes the node w, then the set of arcs associated with w

(denoted as Aw) must be a subset of the arcs associated with v (denoted as Av). This

relationship can be expressed as Aw ⊆ Av.

This observation leads us to conclude that the costs associated with the arcs must

also reflect this relationship. Specifically, for every arc (i, j) ∈ Aw, the cost function

must satisfy cwij = cvij . Conversely, for arcs not belonging to Aw (but possibly included

in Av), the cost will be represented as cwij =∞. This indicates that these arcs cannot

be traversed in the context of finding the shortest path from s to w.

Now, assume that there exists an alternative path P̄ from s to w which has a total

length, when measured according to the cost structure cwij , that is less than that of

the portion of P connecting s to w (denoted as P ′). This leads us to consider the

combined path P̄ ∪ (P \ P ′) which forms a path from s to v.

Given that P̄ was found to be shorter than the segment P ′, this combined path

P̄ ∪ (P \ P ′) must consequently have a length that is shorter than the length of

P when evaluated under the cost structure cvij . This result directly contradicts the

definition of P being the shortest path from s to v. Consequently, our assumption

that such a path P̄ exists must be incorrect.

From Proposition 1, it is unnecessary to execute Algorithm 2 for every node that lies

on the shortest path to another node. Algorithm 5 incorporates this optimization

within the framework of Algorithm 4.

Algorithm 5 A modified version of Algorithm 4
Require: An instance of the DMCPI problem defined by a graph G(V,A), capacity vector u, lower

bound vector u, cost vector r, and budget value R.
Ensure: An optimal strategy profile (ũ∗, P ∗) and the corresponding payoff value z∗.
1: Initialize z∗ = M .
2: Let L = V \ {t}.
3: Perform a BFS traversal from node t in the reverse direction to sort the elements of L.
4: while L 6= ∅ do
5: Select the first element v from L.

6: Apply Algorithm 2 to find a path P from s to v, a modified capacity vector ũ, the capacity
of P with respect to ũ, and the total cost R1 of directing the attacker towards v.

7: for each node v′ in P do

8: Let P ′ be the subpath of P from s to v′ and R′1 be its length.

9: if R > R′1 then
10: Set R̄ = R−R′1.

11: Apply Algorithm 3 to compute z1
max.

12: if z∗ > z1
max then

13: Set z∗ = z1
max and ũ∗ = ũ.

14: end if

15: end if
16: Remove v′ from L.

17: end for
18: end while
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Algorithm 5 maintains a worst-case time complexity comparable to Algorithm 4.

This is primarily due to the dominance of repeated calls to Algorithm 2 and breadth-

first search (BFS) traversals within both algorithms. While the theoretical worst-

case performance remains unchanged, empirical observations indicate that Algorithm

5 generally outperforms Algorithm 4. This improvement can be attributed to the

selective computation of shortest paths, which reduces unnecessary calculations. The

subsequent section will present computational results supporting this performance

enhancement.

4. Computational experiments

This section presents a comparative analysis of the computational performance of

Algorithms 4 and 5. To conduct this analysis, we implemented both algorithms in

Python 3.10.0, utilizing the NetworkX 2.6.3 library for network manipulation and

visualization. Experiments were performed on a Windows 10 64-bit laptop equipped

with an Intel Core i7-8550U CPU (1.80 GHz - 2.00 GHz) and 8 GB of RAM.

To assess algorithm efficiency, we generated random instances of various sizes and

densities. For each instance size and density combination, ten network instances were

created, and the average running time of each algorithm was recorded.

To evaluate the performance of Algorithms 4 and 5, we employed two graph models:

ladder graphs and random binomial graphs.

Ladder graphs, denoted by Lk, are planar undirected graphs with n = 2k nodes and

m = 3k − 2 edges. Constructed as the Cartesian product of two path graphs (one

with a single edge), ladder graphs are inherently acyclic when directed from lower to

higher node indices. To convert it to a directed one, each edge (i, j) with i < j is

oriented from i to j. Note that the graph obtained by this way is an acyclic graph.

So, it is easy to find a shortest path in it.

Random binomial graphs, introduced by Erdös and Rényi [16], are characterized by

the number of nodes, n, and an edge probability, p ∈ [0, 1]. Each potential edge is

included in the graph independently with probability p. To create directed binomial

graphs, edges are randomly oriented, resulting in potentially cyclic structures.

To construct random instances of the DMCPI problem, data are generated according

to the following uniform random distributions:

uij ∼ U(0, n) ∀(i, j) ∈ A,
uij − uij ∼ U(0, n) ∀(i, j) ∈ A,

rij ∼ U(0, n) ∀(i, j) ∈ A,
fij ∼ U(0, n) ∀(i, j) ∈ A,
R ∼ U(0, n2).

Table 1 presents the computational results for various ladder graphs. Due to the

acyclic nature of ladder graphs and the fact that a shortest path from the source to the
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Table 1. Comparison of Running Times for Algorithms 4 and 5 on Various Ladder Graphs

k n m Algorithm 4 Algorithm 5 Ratio
Iter. Time (sec.) Obj. Iter. Time (sec.) Obj. of times

100 200 298 100 0.078 4.72 3.5 0.011 4.72 7.091
200 400 598 200 0.328 7.89 2.8 0.031 7.89 10.581
300 600 898 300 0.734 10.34 3.2 0.063 10.34 11.651
400 800 1198 400 1.327 15.67 3.2 0.1093 15.67 12.141
500 1000 1498 500 2.108 12.45 2.9 0.187 12.45 11.273
600 1200 1798 600 3.281 8.12 2.9 0.289 8.12 11.353
700 1400 2098 700 4.655 13.89 3.4 0.468 13.89 9.947
800 1600 2398 800 8.457 6.54 3.2 0.689 6.54 12.274
900 1800 2698 900 10.812 11.23 3.2 0.896 11.23 12.067
1000 2000 2998 1000 13.912 9.98 3 1.13 9.98 12.312

Table 2. Comparison of Running Times for Algorithms 4 and 5 Across Various Binomial Graphs with
Different Values of p

n p m Algorithm 4 Algorithm 5 Ratio
Iter. Time (sec.) Obj. Iter. Time (sec.) Obj. of times

100 0.3 1485 100 13.365 80.8703 47.6 6.633 80.8703 2.014
100 0.4 1980 100 19.560 87.0290 48.2 9.640 87.0290 2.0289
100 0.5 2475 100 32.716 113.4869 48.8 17.514 113.4869 1.868
100 0.6 2970 100 47.409 105.0200 49.8 25.369 105.0200 1.868
100 0.7 3465 100 65.599 110.8032 51.8 34.500 110.8032 1.901
100 0.8 3960 100 85.714 130.7976 54 46.857 130.7976 1.829
100 0.9 4455 100 115.479 126.0424 50.4 59.397 126.0424 1.944
100 1 4950 100 127.692 128.3876 49.2 65.338 128.3876 1.954

last node encompasses approximately n/2 shortest paths to other nodes, Algorithm 5

exhibits significantly superior running time compared to Algorithm 4. The last column

of Table 1 reveals that the running time of Algorithm 4 is approximately 10 times

greater than that of Algorithm 5.

Tables 2 and 3 present the computational results for randomly generated binomial

graphs. In both tables, the running time of Algorithm 4 is approximately twice that of

Algorithm 5. Importantly, for every instance in all three tables, the objective function

values obtained by both algorithms are identical. This consistency confirms that both

algorithms correctly locate the optimal solution and that their implementations are

accurate.

While both algorithms effectively address the DMCPI problem, the proposed Al-

gorithm 5 provides a significant computational advantage, especially for structured

graph topologies such as ladder graphs. These results highlight the potential of

algorithm-specific optimizations tailored to graph characteristics for enhancing the

efficiency of solving the DMCPI problem.

5. Concluding remarks

In conclusion, this paper examined the dynamics of a sequential Stackelberg game in

the context of the dynamic maximum capacity path interdiction problem, character-

ized by asymmetric information among the players. Specifically, it was found that

while the defender has complete knowledge of the network structure, the attacker op-
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Table 3. Comparison of Running Times for Algorithms 4 and 5 Across Various Binomial Graphs with
Different Values of n

n p m Algorithm 4 Algorithm 5 Ratio
Iter. Time (sec.) Obj. Iter. Time (sec.) Obj. of times

50 0.5 612.5 50 1.493 41.8198 23.6 0.852 41.8198 1.750
75 0.5 1387.5 75 9.457 88.1253 35.8 4.255 88.1253 2.222
100 0.5 2475 100 28.305 94.1948 50.8 14.876 94.1948 1.902
125 0.5 3875 125 70.390 157.3706 59.6 35.579 157.3706 1.978
150 0.5 5587.5 150 177.463 212.3628 72 87.380 212.3628 2.030

erates under limitations and can access the capacities of arcs only upon reaching their

starting points. This disparity in information access creates a complex landscape for

analyzing strategic interactions between the defender and attacker.

To address this problem, we proposed a polynomial-time algorithm that effectively

utilizes the fact that the objective is influenced solely by a single arc on the desired

path. Additionally, we introduced an improved version of the algorithm that showed

better performance in computational experiments and demonstrated its potential for

broader applications in network security strategies.

Looking ahead, several avenues for future research emerge from this study. It is

crucial to investigate scenarios where both players possess complete information, as

this could provide insights into different strategic behaviors and outcomes. Further-

more, extending this framework to cover other network optimization problems, such

as spanning tree issues and maximum flow challenges, presents valuable opportunities

to deepen our understanding of network security dynamics across various contexts.

By continuing to refine and adapt our approaches to these complex interactions, we

can contribute to more effective defense strategies for critical network infrastructures

and, consequently, enhance overall security resilience.
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